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ABSTRACT

This study analyzes security risks in accounting information systems using data from
the Palo Alto Network PA-820 UTM dashboard, which monitors various aspects such as
network activity, user activity, and application usage. The data includes information on
data transfers, source and destination IP activities, and system rule usage. The study aims
to identify potential threats that could affect the integrity and security of accounting
information systems. Monitoring dashboard data provides a clear picture of potential
threats, both external and internal, that could impact the integrity and confidentiality of
financial data. Implementing appropriate security policies, supported by continuous
monitoring, is essential to ensuring that accounting information systems remain protected
from various potential threats. By taking proactive measures, organizations can reduce
security risks and maintain trust in their information systems.

Keywords: Accounting Information Systems, Security, Risk, Dashboard, Network
Activity.

INTRODUCTION

Accounting Information Systems (AIS) are integral to managing financial data within
an organization. As Romney and Steinbart (2021) note, AIS plays a crucial role in
supporting decision-making, management control, and financial reporting, making it a
vital element of a company’s operational structure. However, as business operations
become more complex and reliant on technology, AIS is increasingly vulnerable to
various security threats (Hall, 2022). These threats stem not only from external attacks
like hacking and malware but also from internal risks, including human error and
unauthorized access by internal users (Whitman & Mattord, 2018). Therefore, managing
security risks within AIS is essential for maintaining the integrity and confidentiality of
financial data.

Advances in information technology significantly impact data management within
AIS but also introduce new risks. Gelinas et al. (2018) emphasize that while digital
transformation has enhanced the efficiency of information systems, it has also increased
exposure to cyberattacks. The use of various applications and digital platforms in daily
operations heightens the risk of cyberattacks (Chen, 2021). User activities, both within
and outside the organization, need to be closely monitored to ensure no security breaches
that could compromise the system. This is where the importance of monitoring
dashboards comes into play, enabling real-time oversight of network, application, and
user activities (Simkin, Norman, & Rose, 2018).

These monitoring dashboards provide valuable data for analyzing activity patterns that
may indicate potential threats. According to Fish and Ryoo (2016), continuous
monitoring of network and user activities is crucial for detecting anomalies that could
signal cyberattacks. By tracking data transfers, IP activities, and application usage,
management can quickly identify anomalies that may indicate security risks (Whitman &
Mattord, 2018). However, despite the availability of this data, the main challenge lies in
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effectively analyzing and interpreting it to take appropriate preventive actions (Ghosh &
Turrini, 2018).

This study aims to explore data from monitoring dashboards in accounting
information systems to identify existing security risks. By analyzing network, user, and
application activities over a specific period, this research will uncover potential
vulnerabilities that may have been overlooked (Laudon & Laudon, 2020). The analysis
focuses not only on external threats but also on internal ones, which are often more
difficult to detect (Warren & Tayler, 2019).

In the current digital era, where data is the most valuable asset, safeguarding the
security of accounting information systems is a top priority. Any security breach can have
significant impacts, not only on data integrity but also on a company's reputation
(Schneier, 2015). Therefore, this study contributes to understanding how monitoring data
can be used to enhance AIS security and mitigate existing risks (Verma, 2019).

METHOD

This study uses a descriptive analysis approach based on data obtained from system
dashboards. The data includes network activity, application usage, and user activity
monitored from January 1 to July 31, 2024. The analysis is conducted to identify patterns
that may indicate security risks.

RESULTS AND DISCUSSION

The analysis of data obtained from the accounting information system monitoring
dashboard provides deep insights into the potential security risks faced by organizations.
The results reveal various patterns of network, user, and application activity that may
indicate threats to system integrity and security. This section discusses the main findings
of the analysis and their implications for managing security risks in accounting
information systems.

Network Activity

The data shows significant fluctuations in data transfer between January 1 and July 31,
2024, with peak activity occurring in July. This activity reflects high application usage,
which could increase risks if not balanced with adequate security protocols.

User Activity

User activities recorded include user sessions and the amount of data uploaded and
downloaded. These patterns can provide insights into potential insider threats, where
internal users may access or manipulate data without proper authorization.

Application Usage

The dashboard records various categories of applications used, such as social networking,
business, and software updates. The use of these applications, particularly those related
to social networking and file-sharing, needs to be monitored as they could open doors to
external threats.

Security Risk Implications

Based on the data analysis, several key risks were identified, including threats from
non-business application usage, potential cyberattacks from high network activity, and
insider threats from user activities. Each of these risks needs to be managed with
appropriate security policies to maintain AIS integrity.

CONCLUSION
Security in accounting information systems is crucial to ensuring the integrity and
confidentiality of a company’s financial data. Using dashboard data, this study



successfully identified several risks that could affect AIS security and provided
recommendations for more effective risk management.

CLOSING

In conclusion, this study emphasizes the importance of monitoring and deeply analyzing
activities within accounting information systems to identify and manage security risks.
Monitoring dashboard data provides a clear picture of potential threats, both external and
internal, that could impact the integrity and confidentiality of financial data.
Implementing appropriate security policies, supported by continuous monitoring, is
essential to ensuring that accounting information systems remain protected from various
potential threats. By taking proactive measures, organizations can reduce security risks
and maintain trust in their information systems.

RECOMMENDATIONS

This study recommends implementing stricter security policies, enhancing network
activity monitoring, and training users on the importance of data security. Additionally,
routine audits of application usage and user activity are necessary to detect and prevent
potential threats.
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