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ABSTRACT

The implementation of a hospital management information system in Indonesian public
hospitals brings opportunities for service improvement as well as various risks that must be carefully
managed. This study evaluated the implementation of hospital management information system,
using the ISO 31000:2018 risk management framework. Using a mixed methods approach, the study
identified key risks in the technical, operational, human resources, and infrastructure domains
through interviews, field observations, and document analysis. Each risk was analyzed for its
likelihood and impact using a quantifiable risk matrix according to the 1SO 31000 standard. The
evaluation results indicated that system disruptions due to software and network instability, lack of
training leading to user ervors, and failure of data integration between modules were the most
significant risks faced. Several other risks included the threat of cyberattacks on patient data, limited
skilled IT personnel, and suboptimal network infrastructure capacity. Recommended mitigation
strategies include continuous improvement of user training programs, investment in information
technology infrastructure, implementation of stringent cybersecurity protocols, and regular system
audits and monitoring. This study produces a practical risk-based evaluation model for the
implementation of hospital management information system in regional hospitals, using an
internationally recognized risk management framework.

Keywords: Digital Health Transformation, Health Information Technology, Hospital Management
Information System, ISO 31000, Risk Assessment, Risk Management.

ABSTRAK

Penerapan sistem informasi manajemen rumah sakit di rumah sakit umum di Indonesia
menghadirkan peluang peningkatan layanan sekaligus berbagai risiko yang harus dikelola dengan
cermat. Studi ini mengevaluasi penerapan sistem informasi manajemen rumah sakit menggunakan
kerangka kerja manajemen risiko 1SO 31000:2018. Dengan menggunakan pendekatan metode
campuran, studi ini mengidentifikasi risiko-risiko utama dalam domain teknis, operasional, sumber
daya manusia, dan infrastruktur melalui wawancara, observasi lapangan, dan analisis dokumen.
Setiap risiko dianalisis tingkat kemungkinan dan dampaknya menggunakan matriks risiko terukur
sesuai standar 1SO 31000. Hasil evaluasi menunjukkan bahwa gangguan sistem akibat
ketidakstabilan perangkat lunak dan jaringan, kurangnya pelatihan yang menyebabkan kesalahan
pengguna, dan kegagalan integrasi data antar modul merupakan risiko paling signifikan yang
dihadapi. Beberapa risiko lainnya meliputi ancaman serangan siber terhadap data pasien,
keterbatasan tenaga TI terampil, dan kapasitas infrastruktur jaringan yang belum optimal. Strategi
mitigasi yang direkomendasikan meliputi peningkatan berkelanjutan program pelatihan pengguna,
investasi dalam infrastruktur teknologi informasi, penerapan protokol keamanan siber yang ketat,
serta audit dan pemantauan sistem secara berkala. Studi ini menghasilkan model evaluasi berbasis
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risiko praktis untuk implementasi sistem informasi manajemen rumah sakit di rumah sakit
regional, menggunakan kerangka kerja manajemen risiko yang diakui secara internasional.

Keywords: Transformasi Kesehatan Digital, Teknologi Informasi Kesehatan, Sistem Informasi
Manajemen Rumah Sakit, ISO 31000, Penilaian Risiko, Manajemen Risiko, SIMRS.

INTRODUCTION

The digitalization of health services has become a national priority in Indonesia,
aligning with the government’s push to implement integrated information systems in
health facilities (Firdaus et al., 2025). The Ministry of Health, through regulations such
as Permenkes Number 82 of 2013, mandates every hospital to adopt a Hospital
Management Information System (Sistem Informasi Manajemen Rumah Sakit/SIMRS) to
improve efficiency, service quality, and accountability (Lelyana & Sarjito, 2025). This
digital transformation offers significant opportunities but also presents challenges, such as
limited infrastructure and user readiness, particularly in regional hospitals (Mutiarani,
2023). SIMRS serves not only as a tool for digitizing medical records and clinical
administration but also as a backbone for enhancing operational efficiency, service
quality, and decision-making accuracy in hospitals (Maharani & Aisah, 2024). By
integrating electronic medical records and enabling real-time data exchange between units
like pharmaceuticals, laboratories, and the Social Security Administration Agency (Badan
Penyelenggara Jaminan Sosial/BPJS) insurance claims, SIMRS accelerates service
processes and reduces the potential for medical errors. The adoption of management
information systems, as seen in various sectors, also supports better monitoring and
decision-making, which is critical for hospital operations (Ali et al., 2025).

Mandau Hospital, a regional general hospital in Bengkalis Regency, Riau Province,
has implemented SIMRS almost comprehensively. According to the 2021 Performance
Report of Mandau Hospital, the level of computer system integration across various
service units has reached 99%. This achievement reflects a strong commitment to digital
transformation. However, the success of SIMRS implementation is not without
challenges. The hospital’s management still faces operational and technical risks,
including limited user training, system disruptions, and suboptimal supporting
infrastructure. These challenges highlight the need for structured risk management to
ensure the system’s sustainability and effectiveness (Setiawan & Wijayati, 2024).

Common technical risks include network outages, system instability that hinders real-
time data integration, hardware failures, and cybersecurity threats like malware attacks
on patient data. Non-technical risks, such as operational and human resource issues,
include human errors in system use (e.g., incorrect data entry) due to insufficient training,
a shortage of skilled IT personnel, and potential misalignment of SIMRS with established
operational standards (Cita et al., 2025; Gunawan, 2024). If not managed properly, these
risks can reduce the hospital’s operational effectiveness and hinder the goal of improving
health service quality. Previous studies, such as those by Hutagalung (2022), have
explored risk management in SIMRS but often focused on large urban hospitals, leaving
a gap in understanding the specific challenges faced by regional hospitals with limited
resources. Many hospitals struggle with technical and human resource risks, yet there is
little research on applying international risk management standards like ISO 31000 in
smaller, regional contexts. This research gap underscores the need to evaluate SIMRS
implementation in regional hospitals using a globally recognized framework to address
their unique constraints.

For this reason, implementing an international standard for risk management is crucial
for SIMRS governance. ISO 31000:2018, a globally recognized and adaptable risk
management framework, is well-suited for the healthcare sector (Hutagalung, 2022; Putra
& Hendrawan, 2024). This framework was chosen because it provides a flexible,
systematic approach to identifying, analyzing, and mitigating risks, which is essential for
managing the complex challenges of SIMRS in resource-constrained settings. It



emphasizes a continuous process of identifying risk sources, analyzing their likelihood
and impact, evaluating risk acceptability, and applying appropriate mitigation strategies
(Lutvi et al., 2024). Additionally, integrating the DeLone and McLean (2003)
Information Systems Success Model allows this study to assess not only risk mitigation
but also the overall success of SIMRS in terms of system quality, user satisfaction, and
organizational benefits.

This research aims to apply the ISO 31000 framework to evaluate SIMRS
implementation at Mandau Hospital. The specific objectives are to: (1) identify the types
of risks arising during SIMRS implementation, (2) analyze the causes and domains
(technical, operational, human resources, infrastructure) of these risks, (3) assess the
likelihood and impact of each risk using a risk matrix, and (4) formulate mitigation
strategies to minimize critical risks. The study seeks to fill the research gap by providing
a risk-based evaluation model tailored for regional hospitals, using an internationally
recognized framework. The results are expected to contribute to the risk management
literature in the healthcare sector and offer practical recommendations for Mandau
Hospital and similar institutions to enhance the success and sustainability of their SIMRS.

LITERATURE REVIEW
Hospital Management Information System

A Hospital Management Information System (Sistem Informasi Manajemen Rumah
Sakit/SIMRS) is an integrated system designed to manage all aspects of hospital
operations, including administrative, clinical, and managerial processes. According to
Windarti and Nadya (2023) and Diaz (2025), SIMRS connects various functional
modules, such as patient registration, medical records, pharmacy, laboratory, radiology,
and finance, into a single digital platform. This integration ensures smooth data flow
between units, reducing duplication and improving service accuracy and efficiency. For
instance, data entered in the registration unit is instantly available to clinics, pharmacies,
and billing, which shortens wait times and minimizes errors from repeated entries. As
shown in Figure 1, the integrated SIMRS architecture illustrates how various modules
connect to a central database, enabling real-time data exchange across hospital units.

Billing & Finance

Pharmacy

Laboratory & Radiology

Integrated SIMRS
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External System
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Medical & Nursing
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Figure 1. llustration of the Integrated SIMRS Architecture
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The benefits of SIMRS are well-documented in various studies. Supriyadi et al. (2025)
note that SIMRS improves operational efficiency, speeds up service workflows, and
reduces manual administrative tasks. It also enhances patient data processing, increases
recording accuracy, and supports better clinical services. Additionally, SIMRS
contributes to long-term cost savings by reducing paper use, optimizing drug inventory,
and streamlining billing systems to minimize uncollectible receivables. In line with
Indonesia’s One Health Data program, SIMRS must comply with regulations like
Permenkes Number 82 of 2013, ensuring interoperability with government systems such
as SIRS and BPJS (Windarti & Nadya, 2023). However, Nor et al. (2024) highlight that
operational challenges, such as inconsistent data entry and system adaptation, can hinder
SIMRS effectiveness, particularly in hospitals with limited resources. This emphasizes the
need for robust change management to maximize SIMRS benefits.

Despite its advantages, SIMRS implementation faces significant challenges, especially
in regional hospitals. Technical issues, such as system compatibility, downtime due to
network or power outages, software bugs, and cybersecurity threats like malware, are
common obstacles (Fathurohman et al., 2025). Human resource challenges, including
user resistance and insufficient training, often lead to underutilization of the system
(Matimbwa & Masue, 2019; Nyawira et al., 2022; Hidayatuloh et al., 2025). According
to Jasmine et al. (2025), undisciplined use of SIMRS modules can create bottlenecks in
service workflows, underscoring the need for comprehensive risk management to address
both technical and non-technical issues. These challenges highlight the importance of a
structured approach to ensure SIMRS achieves its intended outcomes.

ISO 31000:2018 Risk Management Framework

ISO 31000:2018 is an international standard offering general guidance for risk
management across various sectors, including healthcare (Ginting, 2024). According to
Putra and Hendrawan (2024), this framework emphasizes integrating risk management
into organizational governance through a continuous cycle of context setting, risk
assessment, and treatment. It is flexible and adaptable, making it suitable for managing
complex risks in hospital settings. As illustrated in Figure 2, the ISO 31000 process starts
with establishing the risk context, followed by identification, analysis, and evaluation of
risks, with ongoing communication, consultation, and monitoring throughout. The
framework’s principles include stakeholder involvement, customization to context, and
the use of the best available information.

RISK RISK RISK
IDENTIFICATION ASSESSMENT MONITORING

RISK
CONTEXT

INTENT & INTENT, STRATEGIES ANALYSE & MONITOR &
PRIORITIES & ASSETS EVALUATE RISK REVIEW
WHAT ARE WE CRITICAL CURRENT EVALUTE
TRYING TO VULNERABILITIES CONTROL EFFICIENCY &
ACHIEVE & EFFECTIVENESS EFFECTIVENESS
CREDIBLE THREATS/
OPPORTUNITIES COMMUNICATE

& CONSULT

Figure 2. Flow Diagram of the Risk Management Process based on ISO 31000:2018



The risk management process in ISO 31000 involves identifying risks, analyzing their
likelihood and impact, and evaluating their acceptability. Hubbard (2020) explains that
tools like risk matrices help organizations assess risk severity by combining likelihood and
consequence scores. In the context of SIMRS, risks can include technical issues like
system failures, operational disruptions, human errors, and infrastructure limitations.
Bjornsdottir et al. (2022) argue that ISO 31000 is effective in identifying hidden
organizational risks, making it valuable for hospitals managing sensitive patient data.
Regular monitoring and review ensure that new risks are captured and mitigation
strategies remain effective (Permatasari, 2025). However, Efe (2023) and Nasution et al.
(2025) note that while ISO 31000 is widely applicable, frameworks like NIST or COSO
may offer more specific guidance for cybersecurity risks, suggesting a need to compare
their applicability in SIMRS contexts.

Despite its strengths, ISO 31000 has limitations in resource-constrained settings like
regional hospitals. According to Ispas et al. (2023), implementing integrated management
systems based on ISO 31000 requires significant resources and expertise, which may be
challenging for smaller hospitals. Selvaseelan (2018) suggests that supplementary
frameworks, such as the Risk-Sentience Auxiliary Framework (RSAF), can enhance ISO
31000 in high-risk environments like healthcare. Additionally, Basri and Ayu (2024)
demonstrate that combining ISO 31000 with ISO/IEC 27001 can strengthen
cybersecurity risk management in health information systems, addressing a critical gap in
SIMRS implementation. These insights highlight the need for tailored risk management
strategies to ensure SIMRS success in regional hospitals.

DeLone & McLean Information Systems Success Model

The DeLone and McLean information systems success model provides a framework
to evaluate the success of information systems like SIMRS. According to Alshehri and
Hadoussa (2025), this model measures success through six dimensions: system quality,
information quality, service quality, use/intention to use, user satisfaction, and net
benefits. System quality focuses on technical performance, such as reliability and ease of
use, which are critical for SIMRS stability and integration with devices like BPJS portals.
Information quality ensures that SIMRS outputs, such as medical or management reports,
are accurate and timely for decision-making. Service quality reflects the responsiveness of
IT support, which is vital for addressing user issues.

The DeLone and McLean (2003) model highlights the interdependence of its
dimensions. Kartini et al. (2025) note that high system and information quality drive
increased system use and user satisfaction, leading to greater organizational benefits. For
SIMRS, these benefits include improved staff productivity, cost savings, and enhanced
patient services. Afifawati et al. (2023) and Farhan et al. (2025) emphasize that
disruptions, such as system downtime or human errors, can undermine these dimensions,
particularly in environments with multiple risks. By addressing risks identified through
ISO 31000, hospitals can enhance system quality and user satisfaction, ensuring SIMRS
delivers its intended benefits. This study integrates the DeL.one and McLean model with
ISO 31000 to evaluate both the protective (risk mitigation) and promotive (system
success) aspects of SIMRS implementation, offering a comprehensive approach to
assessing its effectiveness.

RESEARCH METHODS

This study employed a qualitative method to thoroughly understand the risks
associated with the implementation of SIMRS at Mandau Hospital. The research process
began with a preliminary study to establish the risk context, followed by data collection
for risk identification, risk analysis, and evaluation using a risk matrix, and the
formulation of mitigation recommendations. Initial activities included document reviews
and field observations to understand the SIMRS environment, system structure, and
documented issues. The 2021 Mandau Hospital performance report provided secondary
data on SIMRS implementation achievements and performance indicators.
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Data collection involved in-depth interviews with key stakeholders, such as the head
of the hospital’s IT department, SIMRS administrators, and user representatives from
various units. These interviews explored user experiences, challenges, and perceived risks
in daily SIMRS operations. Additionally, a structured questionnaire was distributed to
assess system outages, downtime duration, user satisfaction, and infrastructure readiness.
The collected data were compiled into a risk register, listing identified risks along with
their sources, potential impacts, and categories (technical, operational, human resources,
or infrastructure). Examples include system downtime during peak hours, user errors in
data entry, and network disconnections due to outdated equipment.

Establish Definitions Early in Program Life Cycle
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Figure 3. Risk Assessment Matrix

For risk analysis, each identified risk was evaluated based on its likelihood and impact
using a 5x5 risk matrix, as shown in Figure 3. The likelihood was rated from 1 (rare) to 5
(almost certain), and the impact was rated from 1 (negligible) to 5 (critical), based on
hospital operational data and stakeholder input. Risk scores were calculated by
multiplying these ratings, with scores of 1-6 classified as low (green), 7-14 as moderate
(yellow), and 15 or higher as high (red). To address potential bias, such as overreporting
of issues by users, the research team cross-verified questionnaire responses with IT
department logs and conducted Focus Group Discussions (FGDs) with hospital
management to validate findings. This matrix, depicted in Figure 3, helped visualize the
risk profile and prioritize mitigation efforts.

Risk evaluation focused on high and moderate risks, determining whether they were
adequately managed or required further action. FGDs with hospital management ensured
the feasibility of proposed mitigation strategies. Recommendations were developed using
a Specific, Measurable, Achievable, Relevant, Time-bound (SMART) approach,
prioritizing risks impacting patient safety and service continuity. These included technical
solutions like server upgrades, procedural changes like IT incident response protocols,
and human resource enhancements like regular training, each assigned to responsible
parties with short- or long-term timelines. This structured approach ensured that the study
provided practical and actionable insights for Mandau Hospital to enhance SIMRS
implementation.

RESULTS
Overview of Identified Risks in SIMRS Implementation

This study systematically evaluated the risks associated with the implementation of
SIMRS at Mandau Hospital, using the ISO 31000 framework to identify, analyze, and
prioritize potential challenges. By combining qualitative and quantitative methods, the
research mapped a comprehensive risk profile, revealing critical vulnerabilities in the
hospital’s digital transformation efforts. The findings provide actionable insights for
improving SIMRS implementation, particularly in regional hospitals with limited



resources. As illustrated in Figure 4, the distribution of risks across technical, operational,
human resources, and infrastructure domains highlights the complexity of managing a
health information system in such settings.
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Figure 4. Graph of Amount and Risk Level

The evaluation identified a total of fifteen risks related to SIMRS implementation at
Mandau Hospital, categorized into four main domains: technical, operational, human
resources, and infrastructure. These risks were assessed for their likelihood and impact,
resulting in a distribution of five high-level risks, seven moderate risks, and three low risks.
As depicted in Figure 4, a bar chart summarizes the number of risks in each domain and
their severity, showing that technical and human resource risks dominate the high-risk
category. Technical risks, such as system downtime and data integration failures, were
found to be particularly critical due to their direct impact on patient services. Human
resource risks, driven by inadequate training, also posed significant challenges.
Operational and infrastructure risks, while fewer in number, still required attention to
ensure system reliability. This distribution, detailed in Table 1, underscores the need for
targeted mitigation strategies to address the most pressing risks first.

Table 1. Risk Levels Per Category

Category Details Level Risk
System Downtime and Instability Tall
Data Integration Failure Tall
Technical Cybersecurity Threats Tall
Hardware Breakdown Moderate
Software Feature Incompatibilities Moderate
Service Process Disrupted Due to Not Optimal Adaptation Moderate
Operational Dependency on the System Moderate
Process Compliance and Standardization Low
Lack of User Training and Competence Tall
TBSP Internal IT Workforce Lim%tations Tall
User Resistance or Motivation Moderate
Human Error Moderate
Network and Hardware Limitations Moderate
Infrastructure Electrical Power Supply Disruption Low
Disaster or Physical Damage Low

Technical risks emerged as a major concern, encompassing issues related to software,
hardware, networking, and information system security. System downtime, caused by
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software bugs or server crashes, was a prominent issue. For instance, a thirty-minute
downtime during morning registration hours led to patient queues and manual recording
errors, disrupting service flow. This risk was rated high due to its frequent occurrence
during peak hours and its significant impact on registration and medical record access.
The severity of this risk, as shown in Table 1, reflects its score of 16 (likelihood 4, impact
4) on the risk matrix. Data integration failures, where laboratory results appeared late in
the doctor’s module due to slow database replication, were another critical issue. This
risk, rated with a likelihood of 3 and an impact of 5, could jeopardize clinical decisions,
particularly in emergencies. Cybersecurity threats, such as a malware attack that infected
client computers, were also notable. Although the attack did not spread to the server, the
risk was rated moderate to high due to increasing global cyber threats. Other technical
risks included hardware damage, such as disk crashes, and software incompatibilities
requiring manual workarounds, both rated as moderate but necessitating a business
continuity plan.

Analysis of Risks Across Domains

Operational risks related to hospital business processes and adaptation to SIMRS were
generally less severe but still impactful. Some service units experienced slowdowns during
the transition from manual to electronic procedures. For example, the pharmaceutical
department faced delays because prescriptions had to be entered into SIMRS before
dispensing, causing longer patient queues initially. This risk was rated moderate, as
process adjustments have reduced its frequency over time. High system dependency also
posed a challenge, when SIMRS failed, nearly all processes, from card printing to billing,
were disrupted, highlighting the need for manual backup procedures. Non-compliance
with data entry standards, such as delayed drug order entries by doctors, led to pharmacy
delays and stock mismatches. Operational risks are fewer but still contribute to service
inefficiencies, as seen in their moderate risk classification. Continuous evaluation and
standard operating procedure adjustments have helped mitigate these issues, but proactive
change management remains essential.

Human resource risks were among the most significant, driven by user-related
challenges. Insufficient training led to frequent data entry errors, such as duplicate patient
records or incorrect drug dosages, with a high risk score due to their clinical and financial
implications. For example, a front office officer created duplicate patient data by
misunderstanding the system’s search function, while a nurse entered an incorrect dosage
due to misreading the interface. This risk has a score of 12 (likelihood 4, impact 3), placing
it in the high-risk zone. The limited number of IT personnel, with only three staff members
managing all hospital IT needs, created vulnerabilities when the team was overwhelmed
or absent. This risk, rated moderate, underscored a knowledge gap, as the hospital often
relied on vendors for complex issues. Some senior staff resisted SIMRS, preferring manual
methods, which affected data quality. These human resource risks fall in the red and
yellow zones, indicating their priority for mitigation. Appointing super-users in each unit
and conducting regular training every six months have been short-term solutions, but
ongoing capacity building is critical.

Infrastructure risks, related to physical IT support like networks, electricity, and
hardware, were generally low to moderate. Weak Wi-Fi signals in areas like the radiology
room slowed SIMRS access, while outdated client PCs hindered performance. This risk
is moderate, with a score of 8 (likelihood 2, impact 4), due to its impact on specific units.
Power outages, despite the presence of a generator, caused brief server disruptions because
the transition to backup power took about one minute. This risk, rated low to moderate,
still required attention to ensure uninterrupted healthcare services. Natural disasters, such
as flooding, posed a rare but potential threat to equipment, mitigated by off-site backups
and secure server placement. Infrastructure risks are less frequent but foundational to
SIMRS reliability. Gradual hardware upgrades, increased bandwidth, and regular
maintenance were recommended to strengthen infrastructure.



The risk evaluation process prioritized high and moderate risks for immediate action.
System downtime, lack of user training, and data integration failures were identified as
top priorities due to their severe impact on patient safety and service continuity.
Cybersecurity threats and limited IT personnel, while slightly lower in score, were also
flagged for urgent mitigation given rising external threats. Low-level risks, such as minor
resistance or brief power outages, were deemed acceptable with routine monitoring. This
prioritization aligns with the hospital’s low risk tolerance for disruptions to essential
services. Focus group discussions with management validated these findings and ensured
that proposed mitigations, such as server upgrades, enhanced training, and cybersecurity
protocols, were feasible and aligned with hospital goals.

DISCUSSION

This study reveals that the implementation of the SIMRS at Mandau Hospital has
achieved a high adoption rate, with 99% unit integration, yet it faces significant risks
across technical, operational, human resources, and infrastructure domains. A total of
fifteen risks were identified, with five classified as high, seven as moderate, and three as
low, confirming the complexity of digital transformation in healthcare. According to
Jasmine et al. (2025), technical and human resource risks, such as system downtime and
user errors, are common challenges in SIMRS implementation, particularly in regional
hospitals. These findings align with prior research, which highlights that system stability
and user competence are critical for successful digitalization (Putri et al., 2025). The high-
risk profile at Mandau Hospital, as shown by Setiawan and Wijayati (2024), mirrors
challenges in other regional hospitals where limited resources amplify technical and
human vulnerabilities.

Technical risks, including system downtime and data integration failures, significantly
disrupt patient services. Downtime during peak hours, for instance, delays registration
and medical record access, increasing wait times and risking manual errors. Similarly,
integration failures delay critical data like laboratory results, potentially affecting clinical
decisions. These issues resonate with findings by Hidayat et al. (2022), who note that
system outages in health information systems directly reduce service quality. Basri and
Ayu (2024) emphasize that cybersecurity risks, another key concern at Mandau Hospital,
require robust measures like firewalls and user training to protect sensitive patient data.
The study’s use of the ISO 31000 framework effectively mapped these risks, enabling
prioritization of mitigation strategies that address immediate threats to service continuity.

Human resource risks, particularly inadequate training and limited IT staff, are equally
critical. Frequent user errors, such as incorrect data entries, compromise medical and
financial accuracy, echoing Sinulingga et al. (2025), who stress that user competence is a
key determinant of system success. The small IT team at Mandau Hospital struggles to
manage system demands, often relying on vendors, which creates delays in issue
resolution. Ispas et al. (2023) argue that resource-constrained settings, like regional
hospitals, face challenges in implementing comprehensive risk management due to
limited expertise, underscoring the need for ongoing training and capacity building.
Mandau Hospital’s approach of appointing super-users and conducting regular training is
a step forward, but sustained investment in human resources is essential to reduce errors
and enhance system utilization.

Operational risks, such as system dependency and non-compliance with data entry
standards, highlight the need for better change management. High reliance on SIMRS,
while a sign of successful adoption, leaves services vulnerable during outages,
necessitating manual backup procedures. Non-compliance, like delayed drug order
entries, causes workflow inefficiencies, as noted by Famila et al. (2025). Suarmanayasa et
al. (2024) suggest that adopting SMART strategies can improve procedural compliance,
a principle applied in this study’s mitigation recommendations. These findings emphasize
the importance of aligning SIMRS processes with hospital workflows to maintain service
efficiency.
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Infrastructure risks, though less severe, impact system reliability. Weak Wi-Fi signals
and outdated hardware slow data access, while power outages disrupt operations.
Febriana et al. (2025) highlight that gradual infrastructure investments significantly
enhance system sustainability. Riyadi and Ratnasari (2025) note that prioritizing risks
with high impact, like those affecting service continuity, is critical for resource allocation
in constrained settings. The ISO 31000 framework’s risk matrix helped Mandau Hospital
prioritize high-impact risks, aligning mitigation with its low risk tolerance for patient
safety disruptions.

The study’s limitations include its focus on a single regional hospital, which may limit
generalizability to larger or private hospitals with different resource levels. According to
Setiawan and Wijayati (2024), contextual factors like budget constraints and staff
readiness vary significantly across hospital types, affecting risk profiles. Budget limitations
may also hinder the implementation of recommended mitigations, such as infrastructure
upgrades. This study contributes to the literature by offering a tailored risk evaluation
model for regional hospitals, addressing a gap noted by Ispas et al. (2023) in applying ISO
31000 to smaller healthcare settings. Integrating ISO 31000 with the DeLone and McLean
model further ensures that risk mitigation supports system quality and user satisfaction,
enhancing SIMRS success.

CONCLUSION

This study confirms that Mandau Hospital has successfully implemented the SIMRS
with a 99% integration rate across service units, demonstrating a strong commitment to
digital transformation. However, the evaluation using the ISO 31000 framework revealed
fifteen risks across technical, operational, human resources, and infrastructure domains,
with system downtime, inadequate user training, and data integration failures identified
as the most critical. These risks, if not addressed, can undermine service quality and
patient safety. By applying a 5x5 risk matrix, the study prioritized high-impact risks and
proposed actionable mitigation strategies, such as server upgrades, regular training, and
enhanced cybersecurity measures, to strengthen SIMRS reliability. The integration of ISO
31000 with the DeLone and McLean model provided a comprehensive approach,
ensuring that risk management supports system quality, user satisfaction, and
organizational benefits.

The findings offer practical implications for regional hospitals, providing a structured
model to manage SIMRS risks and enhance operational efficiency. However, the study’s
focus on a single regional hospital limits its generalizability to larger or private hospitals
with different resources. Budget constraints may also challenge the implementation of
recommended mitigations, such as infrastructure upgrades. For future research, exploring
SIMRS risks in diverse hospital settings, such as urban or private facilities, could validate
the model’s applicability. Additionally, investigating the role of emerging technologies,
like artificial intelligence or cloud computing, in mitigating SIMRS risks could further
enhance system sustainability and performance.
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