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ABSTRACT 
In the rapidly evolving digital landscape, retaining customer loyalty has become a critical 

challenge for businesses. This research addresses the challenge of sustaining customer loyalty in the 
digital era by examining how ease of use, security, and content quality affect it. The study’s purpose 
is to examine customer experience as a mediator and digital literacy as a moderator within this 
context. Employing an explanatory quantitative method focused on digital service users in West 
Java, the data were evaluated using Structural Equation Modeling (SEM-PLS). The findings 
indicate that the model possesses a remarkably high predictive capability, specifically 95.6% for the 
customer loyalty variable. The key discoveries highlight that ease of use, security, and content quality 
exert a direct and significant influence on loyalty, with content quality emerging as the most 
influential factor. Conversely, this article discusses that customer experience is not proven to mediate 
this relationship, and digital literacy does not perform a moderating function. This provides a 
significant contribution that the functional effectiveness and substance of information are more 
decisive in user loyalty than the complex experience evaluation process in this model. 
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INTRODUCTION 
In today’s rapidly evolving digital age, sustaining customer loyalty is essential for long-

term business success, as loyal customers not only drive sales but also strengthen a 
company’s competitive position (Ertemel et al., 2021; Ahmad et al., 2022). Customer 
loyalty is strongly influenced by user experience when interacting with digital products or 
services, where positive experiences enhance satisfaction and trust, encouraging 
continued usage (Mokha & Kumar, 2021; Levy, 2022). Ease of use plays a critical role in 
shaping user experience, as systems that are simple and intuitive increase user comfort, 
compliance, and perceived security, particularly in human–computer interaction contexts 
(Albarrak, 2024). Digital services that are easy to understand and navigate provide 

convenience, stimulate repeat usage, and encourage recommendations, which is reflected 
in higher user engagement on interactive platforms. In addition, ensuring strong security 
is vital in digital environments involving personal and financial data, as it builds customer 
confidence and fosters greater loyalty and engagement (Vila et al., 2021). Furthermore, 
delivering relevant, informative, and engaging content significantly enhances the overall 
customer experience and creates added value for users (Calvano et al., 2021; Setiadi et al., 
2025; Gani et al., 2025). 

In a complex digital environment, digital literacy, defined as the ability to understand 
and effectively use digital technology, acts as a moderating factor shaping how usability, 
security, and content quality influence user experience (Kareem & Oladimeji, 2024). 
Customers with higher digital literacy can better access, evaluate, and optimally utilize 
digital services, whereas lower literacy may limit users from fully benefiting from these 
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services (Mukherjee et al., 2024). Despite ongoing improvements in usability, security, 
and content quality, many firms continue to struggle with customer loyalty due to gaps 
between expectations and actual experiences, as well as varying levels of digital literacy 
that influence user perceptions and engagement (Magatef et al., 2023; Arora & Banerji, 
2024). Consequently, customers with lower digital literacy may encounter difficulties in 
using applications despite adequate security and content quality, leading to suboptimal 
user experiences. 

This research identifies a gap in understanding how customer experience serves as the 
primary mediator among platform usability, perceived security, and content quality in 
influencing customer loyalty, with digital literacy acting as a moderating factor. Previous 
studies have mostly placed satisfaction as the mediator without comprehensively 
exploring the user experience (Venkatakrishnan et al., 2023). Moreover, digital literacy 
has not been extensively examined as a factor that could either enhance or diminish the 
connection between experience and loyalty. Nonetheless, existing research indicates that 
the quality of digital experiences significantly influences loyalty by fostering user trust and 

engagement, and the moderation of individual variables such as digital literacy is 
increasingly relevant in the context of modern digital platforms (Hussein et al., 2022; Bae 
& Kim, 2023; Gazi et al., 2024). 

The integration of usability, security, and content quality within the framework of user 
experience and customer loyalty underscores the complexity of customer interactions 
with digital platforms, which should not be examined in isolation (Pham & Bui, 2025). 
High usability without adequate security may generate customer skepticism, while overly 
secure yet difficult-to-use systems can reduce user satisfaction (Guo et al., 2023; Yum & 
Yoo, 2023). Therefore, engaging content must be aligned with users’ needs and 
capabilities to optimize user experience, while digital literacy introduces a moderating 
dimension, as customers with varying literacy levels respond differently to usability, 

security, and content quality (Yang & Lee, 2022; Durmuş, 2024). 
The rapid advancement of digital technology has transformed how customers interact 

with products and services. Therefore, this study is important as it enables firms to 
understand the roles of mediation and moderation, encouraging them to move beyond 
focusing solely on technical features and content toward considering customers’ readiness 
to adopt technology (Calle et al., 2021; Agnihotri et al., 2025). This research is expected 
to provide a foundation for developing adaptive digital marketing strategies aligned with 
the needs of modern consumers. The study aims to examine the effects of ease of use, 
security, and content quality on customer loyalty, with customer experience as a 
mediating variable and digital literacy as a moderating variable. 

 

LITERATURE REVIEW & HYPOTHESIS DEVELOPMENT 

Factors Influencing Customer Experience  
Customer experience represents customers’ cognitive, emotional, sensory, and 

behavioral responses formed through cumulative interactions with a digital platform 
before, during, and after usage (Kacprzak & Hensel, 2023; Arkadan et al., 2024; Barile et 
al., 2025). In digital environments, customer experience is strongly influenced by how 

users perceive usability, security, and content quality, as these factors determine the ease, 
safety, and meaningfulness of interaction. Usability enables users to accomplish tasks 
effectively and efficiently through intuitive navigation, ease of learning, consistency, and 
minimal errors, which directly shape cognitive evaluations and emotional responses 
during system interaction (Kivijärvi & Pärnänen, 2021). Empirical studies indicate that 
learnability, efficiency, memorability, low error rates, and satisfaction significantly 
enhance users’ experiential perceptions (Ren et al., 2022; Hajesmaeel-Gohari et al., 2022; 
Kumar et al., 2023; Chien et al., 2024). 

Security further contributes to customer experience by ensuring confidentiality, 
integrity, and availability of digital systems, particularly in environments involving 
personal data and online transactions (Khando et al., 2021). Both technical safeguards 
and procedural mechanisms, such as authentication, access control, and user security 
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awareness, foster trust and perceived safety, which are essential cognitive and affective 
components of experience (Hijji & Alam, 2022; Li et al., 2025). Prior research confirms 
that users’ perceptions of security and trust significantly influence experiential outcomes 
(Khan et al., 2023; Haugli-Sandvik et al., 2024; Manzoor et al., 2024). Additionally, 
content quality enhances customer experience by providing accurate, relevant, complete, 
and timely information that supports understanding and decision-making (Ye et al., 2021; 
Qian & Jain, 2024; Han et al., 2024). High-quality content strengthens cognitive clarity, 
emotional satisfaction, and behavioral engagement (Ming & Goldenberg, 2021; Issa et 
al., 2021; Sousa et al., 2024; Aron et al., 2024). 
 
H1: Usability has a positive effect on customer experience. 
H2: Security has a positive effect on customer experience. 
H3: Quality of content has a positive effect on customer experience. 
 

Factors Influencing Customer Loyalty 

Customer loyalty reflects a strong commitment to repeatedly purchase or continue 
using a product or service, even in the presence of alternatives and competitive marketing 
efforts (Cui et al., 2023). Loyalty manifests through repeat purchase intentions, actual 
repurchasing behavior, willingness to recommend, resistance to switching, brand 
preference, and long-term commitment (Hemsley-Brown, 2022; Dandis et al., 2022; 
Ahmad & Akbar, 2023; Baykal et al., 2024; Zhao et al., 2024; Olfat & Kirkham, 2024). 
In digital contexts, loyalty is influenced not only by functional system attributes but also 
by experiential perceptions formed during interactions. 

Usability contributes to customer loyalty by reducing effort, frustration, and cognitive 
load, allowing users to achieve their goals efficiently and comfortably (Wang et al., 2021). 
Systems perceived as easy to use and reliable encourage repeated usage and long-term 
attachment. Similarly, security strengthens loyalty by fostering trust and reducing 
perceived risk, particularly in transactions involving sensitive data (Li et al., 2025). 
Customers are more likely to remain loyal to platforms they perceive as safe and 

trustworthy (Martin et al., 2021; Dhiman et al., 2023; Khan et al., 2023). Content quality 
also plays a critical role in sustaining loyalty by providing relevant, credible, and up-to-
date information that supports users’ needs and decision-making processes (Han et al., 
2024). High-quality content enhances perceived value and encourages continued 
engagement (Ye et al., 2021). Moreover, customer experience itself acts as a central driver 
of loyalty, as positive cognitive, emotional, sensory, and behavioral experiences foster 
satisfaction, trust, and emotional attachment to the platform. 
 
H4: Usability has a positive effect on customer loyalty. 
H5: Security has a positive effect on customer loyalty. 
H6: Quality of content has a positive effect on customer loyalty. 
H7: Customer experience has a negative effect on customer loyalty. 
 

Customer Experience as a Mediating Variable 

Customer experience serves as a key mechanism through which usability, security, and 
content quality influence customer loyalty. Rather than affecting loyalty directly, these 
system attributes shape users’ perceptions, emotions, and behaviors, which subsequently 
determine their commitment to the platform (Gustafsson et al., 2024; Barile et al., 2025). 
Usability enhances loyalty by first improving customers’ cognitive evaluations of ease and 
efficiency, which then translate into satisfaction, trust, and engagement (Wang et al., 
2021). Similarly, security contributes to loyalty by reducing perceived risk and increasing 
confidence, thereby strengthening affective and behavioral components of customer 
experience (Khando et al., 2021). 

Content quality also exerts its influence indirectly through customer experience by 
shaping clarity, perceived usefulness, and emotional responses during information 
processing (Ye et al., 2021). Accurate and relevant content enhances understanding and 
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trust, which are critical experiential dimensions leading to loyalty (Goff et al., 2022; Kiili 
et al., 2023). Prior research highlights that customer experience integrates multiple system 
attributes into a holistic evaluation that ultimately drives repeat usage, recommendation 
behavior, and resistance to switching (Zanger et al., 2022; So et al., 2023). Accordingly, 
the literature supports customer experience as a central mediating mechanism linking 
usability, security, and content quality to customer loyalty. 
 
H8: Customer experience mediates the relationship between usability and customer 
loyalty. 
H9: Customer experience mediates the relationship between security and customer 
loyalty. 
H10: Customer experience mediates the relationship between content quality and 
customer loyalty. 
 

Digital Literacy as a Moderating Variable 

Digital literacy reflects individuals’ ability to access, evaluate, use, and create digital 

information effectively, ethically, and securely (Vodă et al., 2022). Beyond technical skills, 
digital literacy includes cognitive and social competencies such as critical evaluation, 
ethical awareness, and data security understanding (Morgan et al., 2022). These 
capabilities influence how users perceive and respond to usability, security, and content 
quality. Consequently, higher levels of digital literacy enable individuals to make more 
informed judgments and engage more confidently in digital environments. 

Users with higher digital literacy are better equipped to navigate complex systems, 
interpret content accurately, and understand security features, resulting in more positive 
experiential evaluations (Oh et al., 2021; Buchan et al., 2024). Conversely, users with 
lower literacy may experience difficulties even when system quality is objectively high, 
leading to weaker experiential outcomes. Digital literacy also shapes how customer 
experience translates into loyalty, as digitally literate users are more likely to recognize 

value, trust systems, and maintain long-term engagement (Vodă et al., 2022; Tenberga & 

Daniela, 2024). Prior studies emphasize that differences in digital literacy create 
heterogeneous user responses to identical system features, underscoring its role as a 
moderating variable in digital behavior (Martínez-Bravo et al., 2022). Thus, existing 
literature supports the moderating role of digital literacy in strengthening or weakening 
the relationships between usability, security, content quality, customer experience, and 
customer loyalty. 
 
H11: Digital literacy moderates the relationship between usability and customer 
experience. 
H12: Digital literacy moderates the relationship between security and customer 
experience. 
H13: Digital literacy moderates the relationship between content quality and customer 
experience. 
H14: Digital literacy moderates the relationship between customer experience and 

customer loyalty. 
 
 Figure 1 depicts the relationships between the variables examined in this study. This 
model is grounded in pertinent theoretical principles and is backed by prior research 
findings. It acts as a guide for examining how independent variables affect dependent 
variables through mediating variables, as well as the impact of moderating variables, in 
line with the research goals. 
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Figure 1. Conceptual Model of Research 

 

RESEARCH METHODS 
This study adopts a quantitative research approach with an explanatory design to 

clearly describe and test the causal relationships among the variables under investigation. 
The use of an explanatory framework is appropriate because it enables the testing of 
theoretically derived hypotheses and provides empirical evidence on how usability, 
security, and content quality influence customer loyalty. In this model, customer 
experience is positioned as an intervening variable that explains the mechanism of 
influence, while digital literacy functions as a moderating variable that may strengthen or 
weaken the relationships between the main constructs. 

The object of the research comprises users of digital services or platforms who have 
direct experience interacting with digital systems. The target population includes all active 
digital service users in West Java. However, the population size is considered infinite due 
to the absence of accurate statistical data regarding the total number of users. 
Consequently, purposive sampling was employed by selecting respondents who have 
experience using digital services and possess sufficient digital literacy to understand and 
evaluate digital interactions. The determination of sample size, which calculates the 
minimum number of respondents by multiplying the number of observed indicators by 
the minimum number of respondents per indicator. Given the use of 34 indicators and a 
minimum of five respondents for each indicator, the minimum sample size required for 
this study was 170 respondents. 

Data were collected through a structured questionnaire developed from measurement 
indicators adopted from previous studies. Respondents’ perceptions were measured using 
a five-point Likert scale, ranging from strongly disagree to strongly agree. Prior to 

hypothesis testing, the measurement model was assessed to ensure the validity and 
reliability of the instrument. The data analysis was conducted using Structural Equation 
Modeling (SEM) with SmartPLS software, allowing for the simultaneous examination of 
direct, mediating, and moderating effects within the proposed research model. 
 

RESULTS 

This study applied Structural Equation Modeling with Partial Least Squares (SEM-
PLS) to analyze 34 observed variables and 6 latent constructs. The analysis incorporated 
both measurement and structural models to examine the relationships among constructs. 
The measurement model was used to assess validity and reliability through a confirmatory 
factor analysis approach. Convergent validity was evaluated using factor loadings and 
Average Variance Extracted (AVE), with acceptable thresholds of >0.70 (or >0.60 for 
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exploratory research) for loadings and >0.50 for AVE. Discriminant validity was assessed 
to ensure clear distinctions among constructs. Reliability was measured using Composite 
Reliability and Cronbach’s Alpha, where values above 0.70 indicate adequate internal 
consistency. 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
Figure 2. Outer Model 

 

 Figure 2 presents the outcomes of convergent validity testing conducted with PLS, 
focusing on the loading factor and AVE value. A construct is deemed valid when the 

loading factor is above 0.70, and the AVE surpasses 0.50. The findings from the analysis 
indicate that all indicators have satisfied the criteria for convergent validity.  
 

Table 1. AVE Values, Cronbach’s Alpha, and Composite Reliability 

Variable AVE Cronbach’s Alpha Composite Reliability 

Usability (X1) 0.687 0.848 0.898 

Security (X2) 0.692 0.936 0.947 

Content Quality (X3) 0.674 0.903 0.925 

Customer Experience (Z) 0.705 0.860 0.905 

Customer Loyalty (Y) 0.682 0.906 0.928 

Digital Literacy (M) 0.697 0.913 0.932 

 
Table 1 shows the test results, which indicate that all constructs have AVE values 

exceeding 0.50, confirming the achievement of convergent validity. Furthermore, the 
Cronbach’s Alpha and Composite Reliability scores for all variables are above the 

minimum threshold of 0.70, indicating a strong level of internal reliability. Thus, the 
indicators for the variables of usability, security, content quality, customer experience, 
customer loyalty, and digital literacy were proven to be consistent, reliable, and suitable 
for use in further structural model testing. 

The PLS approach for evaluating structural models is intended to examine the 
relationships among latent variables through the use of bootstrapping path coefficient 
analysis. This method is employed to assess both the direction and importance of the 
effects among constructs in research. PLS-SEM allows for accurate analysis of complex 
relationships, even when using relatively small sample sizes, making it suitable for testing 
prediction-based structural models and theory development.  
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Figure 3. Bootstrapping Result 

 
Figure 3 shows that the results from the structural testing indicate that both security 

(X2) and content quality (X3) significantly impact customer experience (Z), as evidenced 
by t-statistic values of 6.705 and 5.237, which are greater than 1.96. Conversely, usability 
(X1) does not significantly affect customer experience because the t-value is 1.623 (<1.96). 
Regarding customer loyalty, usability (2.365), security (3.388), content quality (6.501), 
and digital literacy (M) = 2.106 have a significant effect, while customer experience is not 
significant = 1.042. The moderating effects of X1 (t = 0.260), X2 (t = 1.225), X3 (t = 

0.500), and Z (t = 0.005) are all insignificant. The model confirms the dominance of direct 
effects over moderating effects.  

The inner model is evaluated using SMARTPLS 3, which looks at the relationships 
between latent constructs. A crucial indicator of the structural model’s explanatory power, 
the R-Square value shows how well exogenous variables explain endogenous variables in 
the model.  

 
Table 2. R Square Test 

   
According to Table 2, an R-Square value of 0.917 means that the independent variables 

in the model account for 91.7% of the variability in customer experience, with factors 

outside the model accounting for the remaining 8.3%. Similarly, the model’s excellent 
capacity to explain is demonstrated by its R-Square value of 0.956 for customer loyalty, 
which captures 95.6% of the variation. 

The Q² value is the main indicator in PLS for assessing the predictive ability of the 
model against observational data. A model is considered to have strong predictive 
capabilities if its Q² value exceeds zero. A Q² value above 0.25 indicates moderate 
predictive relevance, while a value exceeding 0.50 reflects strong and significant predictive 
ability. 

Table 3. Q-square 

Variable SSO SSE Q² (=1-SSE/SSO) 

Customer Experience (Z) 680.000 247.870 0.635 

Customer Loyalty (Y) 1,020.000 376.624 0.631 

Variable  R Square 

Customer Experience (Z) 0.917 

Customer Loyalty (Y) 0.956 
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Table 3 shows that customer experience and customer loyalty have Q² values of 0.635 
and 0.631, respectively, which are much higher than the 0.50 cutoff. These results imply 
that the model has a strong capacity to foresee and explain endogenous variables. The 
PLS-SEM model is regarded as pertinent and trustworthy for prediction purposes because 
the large difference between the SSO and SSE values shows that the prediction error is 
comparatively low. 

In PLS-SEM analysis, Goodness of Fit (GoF) is used alongside R² and Q² to provide 
a more comprehensive evaluation of model fit. GoF assesses how effectively the model 
represents the complexity of empirical data and validates constructs. A GoF score of 0.10 
reflects a poor fit, whereas a score of 0.25 indicates a moderate fit, and a score of 0.36 or 
above represents a strong fit. Furthermore, the Standardized Root Mean Square Residual 
(SRMR) is employed to assess the degree to which the model’s correlation matrix 
corresponds with the observed data. A good SRMR value is recommended to be below 
0.08, indicating adequate model fit. 

 
Table 4. SRMR Test 

Test SRMR 

Saturated Model 0.047 

Estimated Model 0.047 

 
The saturated model’s SRMR value of 0.047 is displayed in Table 4, and the estimated 

model exhibits a high degree of model fit. The PLS-SEM model is suitable since the value 
is below the recommended threshold of 0.08, which suggests that there is little difference 
between the model’s predicted correlation matrix and the actual data. 
 

Table 5. GoF Index 

Metric Value 

Average AVE 0.690 

Average R-Square 0.937 

Goodness of Fit Index 0.804 

  
Table 5 shows that the model has an excellent fit with a GoF value of 0.804, 

significantly higher than the benchmark of 0.36. This implies that the PLS-SEM model 
has excellent measurement and structural quality and accurately describes empirical data. 
Hypothesis testing using the bootstrapping technique is widely used in data analysis, 
especially in SmartPLS 3. This method is flexible because it does not require a normal 
distribution or a large sample size. Bootstrapping allows for the accurate estimation of 
path coefficients and the determination of t-statistics or p-values to assess the significance 
of the relationships between variables in the model.  

 
Table 6. Path Significance Test 

Variable 
Original 

Sample 

t-statistics 

(|O/STDEV|) 
p-value Description 

Usability (X1) -> Customer Experience (Z) 0.104 1.623 0.105 Insignificant 

Security (X2) -> Customer Experience (Z) 0.489 6.705 0.000 Significant 

Content Quality (X3) -> Customer 
Experience (Z) 

0.384 5.237 0.000 Significant 

Usability (X1) -> Customer Loyalty (Y) 0.110 2.365 0.018 Significant 

Security (X2) -> Customer Loyalty (Y) 0.264 3.388 0.001 Significant 

Content Quality (X3) -> Customer Loyalty 
(Y) 

0.380 6.501 0.000 Significant 

Customer Experience (Z) -> Customer 

Loyalty (Y) 
-0.061 1.042 0.298 Insignificant 

Usability (X1) -> Customer Experience (Z) -

> Customer Loyalty (Y) 
-0.006 0.772 0.441 Insignificant 

Security (X2) -> Customer Experience (Z) -
> Customer Loyalty (Y) 

-0.030 0.984 0.325 Insignificant 
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Variable 
Original 

Sample 

t-statistics 

(|O/STDEV|) 
p-value Description 

Content Quality (X3) -> Customer 
Experience (Z) -> Customer Loyalty (Y) 

-0.023 1.040 0.299 Insignificant 

Moderating Effect X1 -> Customer Loyalty 

(Y) 
0.013 0.260 0.795 Insignificant 

Moderating Effect X2 -> Customer Loyalty 
(Y) 

-0.103 1.225 0.221 Insignificant 

Moderating Effect X3 -> Customer Loyalty 
(Y) 

-0.037 0.500 0.617 Insignificant 

Moderating Effect Z -> Customer Loyalty 

(Y) 
0.000 0.005 0.996 Insignificant 

 
Based on Table 6, direct effects show that usability on customer experience is not 

significant, with t = 1.623 and p = 0.105, indicating that usability does not significantly 
improve customer experience. In contrast, security significantly affects customer 
experience (t = 6.705, p < 0.001), highlighting the importance of system security in 

shaping customer experience. Similarly, content quality has a significant positive effect 
on customer experience (t = 5.237, p < 0.001), confirming that high-quality content 
enhances user experience. 

Regarding customer loyalty, usability (t = 2.365, p = 0.018), security (t = 3.388, p = 
0.001), and content quality (t = 6.501, p < 0.001) all have significant direct effects, 
indicating that these factors directly increase customer loyalty. However, customer 
experience does not significantly influence customer loyalty (t = 1.042, p = 0.298), 
suggesting no direct effect in this model. The mediating effects of customer experience on 
the relationships between usability, security, and content quality with customer loyalty 
are all insignificant. The t-values and p-values are 0.772 and 0.441 for usability, 0.984 and 
0.325 for security, and 1.040 and 0.299 for content quality, indicating that customer 
experience does not act as a mediator in these relationships. 

The moderating effects of digital literacy on all examined paths are also not significant. 
The moderation of usability (t = 0.260, p = 0.795), security (t = 1.225, p = 0.221), content 

quality (t = 0.500, p = 0.617), and customer experience (t = 0.005, p = 0.996) shows that 
digital literacy does not strengthen any of the relationships. These results demonstrate that 
customer loyalty is primarily influenced by the direct effects of usability, security, and 
content quality, while customer experience neither serves as a mediator nor a direct 
predictor, and no significant moderating effects were identified in this model. 
 

DISCUSSION 
This study reveals that customer loyalty is more directly influenced by functional 

aspects such as usability, security, and content quality than by customer experience. This 
has broad implications in today’s digital ecosystem, where users tend to prioritize 
effectiveness and tangible value over mere emotional or cognitive sensations when 
interacting with platforms. These findings reinforce research from Calle et al. (2021) and 
Dube and Jacobs (2023), which states that digital technology fundamentally changes the 
way customers interact, where the fulfillment of basic technical needs becomes a key 

prerequisite before building long-term relationships. Usability’s direct influence on 
customer experience was not significant, echoing findings by Xiang and Guo (2023), 
Albarrak (2024), and Lun et al. (2024), who suggest that ease of use must reach a certain 
threshold before it meaningfully affects perception. 

Content quality has been proven to be the most dominant factor in driving customer 
loyalty. The implication of this finding is that companies should not only focus on the 
quantity of information, but also on the perceived informational value, which includes 
accuracy, relevance, and timeliness of data. This is in line with the view of Ye et al. (2021), 
the usefulness of information is the main focus of users on digital platforms. Strategically, 
companies that are able to present credible and consistent content will be more successful 
in retaining customers than those that rely solely on interface aesthetics. Security 
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significantly influences loyalty and is crucial in determining the user experience. 
Logically, these findings show that without guaranteed data and transaction security (the 
principles of confidentiality, integrity, and availability), other features in digital services 
will lose their value in the eyes of customers. The broader implication is that security is 
no longer merely a technical feature “behind the scenes,” but rather a strategic marketing 
instrument that builds trust, which, according to Vila et al. (2021), it contributes directly 
to better customer engagement. 

A particularly unexpected result of this research was the minimal impact of customer 
experience as a mediator and digital literacy as a moderator. Unlike previous studies that 
often placed satisfaction or experience as the sole mediator. Arora and Banerji (2024), it 
shows a direct path from technical quality to loyalty. This indicates that for respondents 
in this sample, ease of use and security were sufficient to form repeat purchase 
commitment without the need to go through a complex experience evaluation process. 
Similarly, digital literacy was found not to significantly moderate any relationships, 

consistent with Amnas et al. (2024) and Durmuş (2024), who suggest that standardization 

in digital platforms or inclusive usability may reduce the relevance of individual technical 
ability. This indicates that the effects of usability, security, and content quality on 
customer loyalty operate independently of users’ literacy levels, reinforcing the 
dominance of direct functional effects over mediating or moderating factors. 

Digital literacy has not been proven to strengthen or weaken the relationship between 
variables. This may indicate that digital platforms have now reached a level of 
standardization that makes individual technical abilities less relevant, or that existing 
usability standards are sufficiently inclusive for various levels of literacy. This study 
concludes that to build strong loyalty in the digital age, companies must prioritize 
investment in security infrastructure and high-quality content curation. While customer 
experience strategies remain relevant holistically, focusing on direct functionality and 
data security has a more certain impact on customer resilience to competitor temptations. 

 

CONCLUSION 

Customer loyalty in the digital age is the result of fulfilling basic functional and 
substantial needs. This research clearly demonstrates that factors like user-friendliness, 
security assurances, and the quality of information provided significantly influence users’ 
ongoing commitment to utilizing the service. This key finding provides important insight 
that users today tend to value accuracy, content relevance, and personal data protection 
more than mere emotional or cognitive sensations during the interaction process. This 
provides strategic direction for digital platform managers that strengthening technical 
infrastructure and curating credible information are key determinants for retaining 
customers. 

Regarding the results showing no significant influence on several relationship paths in 
the model, this is not a methodological failure or instrument validity issue. Instead, this 
phenomenon reflects the reality of user behavior in the research area, indicating that 
customers have reached a certain level of digital maturity. They are more pragmatic, 
where certainty of security and content benefits are sufficient to build loyalty without 

having to rely on individual digital literacy levels or mediated experiences. However, the 
validity of this conclusion has limitations because the research sample only focused on a 
specific geographical area, so the unique characteristics of the local community greatly 
influenced the final results. 

As a recommendation, future research projects should expand their population 
coverage to various regions with varying levels of digital infrastructure in order to verify 
the consistency of these findings. In addition, it is advisable to explore other psychological 
variables, such as trust or brand attachment, which may have different mechanisms in 
linking technical aspects with loyalty. The use of a combined approach of quantitative 
data and in-depth interviews will also provide a richer perspective on why functional 
aspects currently dominate customer loyalty behavior far more than traditional 
experiential aspects. 



 

Effect of Experience on 
Usability, Security, and 

Content Quality  

 
 
 

1523 
 

FUNDING STATEMENT: This research did not receive any specific grant from funding 

agencies in the public, commercial, or not - for - profit sectors. 
 

CONFLICTS OF INTEREST: The author declares no conflict of interest. 
 

DECLARATION OF GENERATIVE AI STATEMENT: During the preparation of 

this work, the author(s) used ChatGPT, Grammarly, and Turnitin in order to enhance 
readability, check grammatical consistency, and evaluate textual similarity. After using 
this tool/service, the author(s) reviewed and edited the content as needed and take full 
responsibility for the content of the publication. 

 
 

REFERENCES 

[1] Kareem, A. K., & Oladimeji, K. A. (2024). Cultivating the digital citizen: Trust, digital literacy and 
e-government adoption. Transforming Government: People, Process and Policy, 18(2), 270–286. 

[2] Agnihotri, D., Chaturvedi, P., & Tripathi, V. (2025). The impact of social media influencer 
information overload on purchase avoidance: the role of customer confusion and prior product 
knowledge. Journal of Research in Interactive Marketing, 19(6), 897-916. 

[3] Ahmad, B., & Akbar, M. I. U. D. (2023). Validating a multidimensional perspective of relationship 

marketing on brand attachment, customer loyalty and purchase intentions: a serial mediation 
model. Journal of Strategic Marketing, 31(3), 669-692. 

[4] Ahmad, F., Mustafa, K., Hamid, S. A. R., Khawaja, K. F., Zada, S., Jamil, S., ... & Anwer, N. (2022). 

Online customer experience leads to loyalty via customer engagement: Moderating role of value co-
creation. Frontiers in Psychology, 13(6), 897-902. 

[5] Albarrak, A. M. (2024). Integration of cybersecurity, usability, and human-computer interaction for 
securing energy management systems. Sustainability, 16(18), 81-94. 

[6] Amnas, M. B., Parayitam, S., & Selvam, M. (2024). FinTech and financial inclusion: Exploring the 

mediating role of digital financial literacy and the moderating influence of perceived regulatory 
support. Journal of Risk and Financial Management, 17(3), 108-120. 

[7] Arkadan, F., Macdonald, E. K., & Wilson, H. N. (2024). Customer experience orientation: 
Conceptual model, propositions, and research directions. Journal of the Academy of Marketing Science, 

52(6), 1560–1584. 

[8] Aron, M. B., Nkhomah, W. E., Dullie, L., Matanje, B., Kachimanga, C., Ndarama, E., Chibvunde, 

S., Mulwafu, M., Banda, G. M., Mpinga, K., Kutsamba, M., Mikwamba, M., Mphande, I., Matiya, 
K., Buleya, C. F., Chunga, M., & Munyaneza, F. (2024). Towards improving district health 

information system data consistency, report completeness and timeliness in Neno district, Malawi. 
BMC Medical Informatics and Decision Making, 24(1), 376-385. 

[9] Arora, P., & Banerji, R. (2024). The impact of digital banking service quality on customer loyalty: An 
interplay between customer experience and customer satisfaction. Asian Economic and Financial Review, 

14(9), 712–733. 

[10] Bae, B. R., & Kim, S.-E. (2023). Effect of brand experiences on brand loyalty mediated by brand love: 
The moderated mediation role of brand trust. Asia Pacific Journal of Marketing and Logistics, 35(10), 

2412–2430. 

[11] Barile, D., Secundo, G., & Del Vecchio, P. (2025). Discovering the phygital customer experience: 
Which digital technologies influence leading companies’ processes? European Journal of Innovation 

Management, 28(10), 5078–5103. 

[12] Baykal, M., Yazıcı Ayyıldız, A., & Koc, E. (2024). The influence of consumer confusion on the 
repurchase intentions of hotel guests: The role of brand loyalty and customer satisfaction. International 

Journal of Contemporary Hospitality Management, 36(12), 4338–4356. 

[13] Buchan, M. C., Bhawra, J., & Katapally, T. R. (2024). Navigating the digital world: Development of 
an evidence-based digital literacy program and assessment tool for youth. Smart Learning Environments, 

11(1), 45-54. 

[14] Calle, D.L.A., Freije, I., & Oyarbide, A. (2021). Digital product–service innovation and sustainability: 
A multiple-case study in the capital goods industry. Sustainability, 13(11), 63-72. 

[15] Calvano, J. D., Fundingsland Jr, E. L., Lai, D., Silacci, S., Raja, A. S., & He, S. (2021). Applying 
website rankings to digital health centers in the United States to assess public engagement: Website 
usability study. JMIR Human Factors, 8(1), 20-31. 

[16] Chien, S. Y., Zaslavsky, O., & Berridge, C. (2024). Technology usability for people living with 
dementia: concept analysis. JMIR aging, 7(1), 51-67. 

[17] Cui, L., He, S., Deng, H., & Wang, X. (2023). Sustaining customer loyalty of fresh food e-tailers: an 
empirical study in China. Asia pacific journal of marketing and logistics, 35(3), 669-686. 

[18] Dandis, A. O., Wallace-Williams, D. M., Ni, A. K., Wright, L. T., & Abu Siam, Y. I. (2022). The 



 

Effect of Experience on 
Usability, Security, and 
Content Quality 

 
 

 

1524 
 

effect of brand experiences and relational benefits on loyalty in the fast-food restaurants. The TQM 

Journal, 35(7), 2028–2051. 

[19] Dhiman, P., Ma, J., Qi, C., Bullock, G., Sergeant, J. C., Riley, R. D., & Collins, G. S. (2023). Sample 
size requirements are not being considered in studies developing prediction models for binary 
outcomes: A systematic review. BMC Medical Research Methodology, 23(1), 67-77. 

[20] Dube, T. V., & Jacobs, L. (2023). Academic library services extension during the COVID-19 
pandemic: Considerations in higher education institutions in the Gauteng Province, South 
Africa. Library Management, 44(2), 17-39. 

[21] Durmuş, A. (2024). The influence of digital literacy on mHealth app usability: The mediating role of 
patient expertise. Digital Health, 10(4), 123-133. 

[22] Ertemel, A. V., Civelek, M. E., Eroğlu Pektaş, G. Ö., & Çemberci, M. (2021). The role of customer 

experience in the effect of online flow state on customer loyalty. PloS One, 16(7), 254-265. 

[23] Gani, E. A., Herdinata, C., & Dewi, L. (2025). Digital transformation on competitive advantage 
through customer experience in Indonesian Companies. Jurnal Ilmiah Manajemen Kesatuan, 13(6), 

4321-4334. 

[24] Gazi, M. A. I., Mamun, A. Al, Masud, A. Al, Senathirajah, A. R. B. S., & Rahman, T. (2024). The 
relationship between CRM, knowledge management, organization commitment, customer 

profitability and customer loyalty in telecommunication industry: The mediating role of customer 
satisfaction and the moderating role of brand image. Journal of Open Innovation: Technology, Market, and 

Complexity, 10(1), 10-22. 

[25] Goff, A. J., Barton, C. J., Ki-Cheong Hoe, C., Merolli, M., De Oliveira Silva, D., & Zhang Quah, A. 
S. (2022). Comprehensiveness, accuracy, quality, credibility and readability of online information 
about knee osteoarthritis. Health Information Management Journal, 52(3), 185–193. 

[26] Guo, J., Xia, T., & Zhang, W. (2023). Impact of shopping website design on customer satisfaction 
and loyalty: The mediating role of usability and the moderating role of trust. Sustainability, 15(8), 63-

77. 

[27] Gustafsson, A., Caruelle, D., & Bowen, D. E. (2024). Customer experience (CX), employee 

experience (EX) and human experience (HX): Introductions, interactions and interdisciplinary 
implications. Journal of Service Management, 35(3), 333–356. 

[28] Hajesmaeel-Gohari, S., Khordastan, F., Fatehi, F., Samzadeh, H., & Bahaadinbeigy, K. (2022). The 

most used questionnaires for evaluating satisfaction, usability, acceptance, and quality outcomes of 
mobile health. BMC Medical Informatics and Decision Making, 22(1), 22-34. 

[29] Han, B., Li, M., Diao, Y., & Han, D. (2024). Assessing the effect of digital platforms on innovation 
quality: Mechanism identification and threshold characteristics. Humanities and Social Sciences 

Communications, 11(1), 45-65. 

[30] Haugli-Sandvik, M., Lund, M. S., & Bjørneseth, F. B. (2024). Maritime decision-makers and cyber 
security: Deck officers’ perception of cyber risks towards IT and OT systems. International Journal of 

Information Security, 23(3), 1721–1739. 

[31] Hemsley‐Brown, J. (2022). Antecedents and consequences of brand attachment: A literature review 
and research agenda. International Journal of Consumer Studies, 47(2), 611–628. 

[32] Hijji, M., & Alam, G. (2022). Cybersecurity awareness and training (CAT) framework for remote 
working employees. Sensors, 22(22), 86-93. 

[33] Hussein, A. S., Sumiati, S., Hapsari, R., & Abu Bakar, J. (2022). Bank 4.0 experiential quality and 
customer loyalty: A serial mediating role of customer trust and engagement. The TQM Journal, 35(7), 

1706–1721. 

[34] Issa, S., Adekunle, O., Hamdi, F., Cherfi, S. S., Dumontier, M., & Zaveri, A. (2021). Knowledge 
graph completeness: A systematic literature review. IEEE Access, 9(3), 31322-31339. 

[35] Kacprzak, A., & Hensel, P. (2023). Exploring online customer experience: A systematic literature 
review and research agenda. International Journal of Consumer Studies, 47(6), 2583–2608. 

[36] Khan, H. U., Malik, M. Z., Nazir, S., & Khan, F. (2023). Utilizing bio metric system for enhancing 
cyber security in banking sector: A systematic analysis. Ieee Access, 11(6), 881-898. 

[37] Khando, K., Gao, S., Islam, S. M., & Salman, A. (2021). Enhancing employees information security 
awareness in private and public organisations: A systematic literature review. Computers & security, 
10(6), 102-117. 

[38] Kiili, C., Hagerman, M. S., Bråten, I., Strømsø, H. I., & Räikkönen, E. (2023). Examining the 
structure of credibility evaluation when sixth graders read online texts. Journal of Computer Assisted 

Learning, 39(3), 954–969. 

[39] Kivijärvi, H., & Pärnänen, K. (2023). Instrumental usability and effective user experience: Interwoven 
drivers and outcomes of Human-Computer interaction. International Journal of Human–Computer 

Interaction, 39(1), 34-51. 

[40] Kumar, B., Roy, S., Singh, K. U., Pandey, S. K., Kumar, A., Sinha, A., ... & Rasool, A. (2023). A 
static machine learning based evaluation method for usability and security analysis in e-commerce 
website. IEEE Access, 11(4), 40488-40510. 

[41] Lee, D. H. (2022). The trinity of extended service quality, distinct perceived value, and customer 
loyalty facilitators. Asia Pacific Journal of Marketing and Logistics, 35(5), 1262–1287. 

[42] Levy, S. (2022). Brand bank attachment to loyalty in digital banking services: Mediated by 



 

Effect of Experience on 
Usability, Security, and 

Content Quality  

 
 
 

1525 
 

psychological engagement with service platforms and moderated by platform types. International 

Journal of Bank Marketing, 40(4), 679–700. 

[43] Li, X., Huang, Y., Liu, Y., Yi, H., Li, L., Wu, Y., Zhang, X., Yang, X., Lin, Y., Lu, D., & Jiang, G. 
(2025). Enhancing data integrity in data-driven environmental science research through blockchain 
technology. Environmental Science & Technology, 59(35), 18696–18705. 

[44] Li, Z., Zhang, D., Zhang, Q., & Liu, X. (2022). Constructing online destination brand experience and 
bilateral behavioral intentions: A sensory conduction perspective. Current Issues in Tourism, 26(20), 

3364–3380. 
[45] Lun, L., Zetian, D., Hoe, T. W., Juan, X., Jiaxin, D., & Fulai, W. (2024). Factors influencing user 

intentions on interactive websites: Insights from the technology acceptance model. IEEE Access, 12(12), 

122735 - 122756. 
[46] Magatef, S., Al-Okaily, M., Ashour, L., & Abuhussein, T. (2023). The impact of electronic customer 

relationship management strategies on customer loyalty: A mediated model. Journal of Open Innovation: 

Technology, Market, and Complexity, 9(4), 100-119. 

[47] Manzoor, J., Waleed, A., Masood, A., & Jamali, A. F. (2024). Cybersecurity on a budget: Evaluating 
security and performance of open-source SIEM solutions for SMEs. PLOS ONE, 19(3), 11-23. 

[48] Martin, G. P., Riley, R. D., Collins, G. S., & Sperrin, M. (2021). Developing clinical prediction 
models when adhering to minimum sample size recommendations: The importance of quantifying 
bootstrap variability intuning parameters and predictive performance. Statistical Methods in Medical 

Research, 30(12), 2545–2561. 

[49] Martínez-Bravo, M. C., Sádaba Chalezquer, C., & Serrano-Puche, J. (2022). Dimensions of digital 
literacy in the 21st century competency frameworks. Sustainability, 14(3), 18-27. 

[50] Ming, N. C., & Goldenberg, L. B. (2021). Research worth using: (Re)Framing research evidence 
quality for educational policymaking and practice. Review of Research in Education, 45(1), 129–169. 

[51] Mokha, A. K., & Kumar, P. (2021). Examining the interconnections between e-CRM, customer 
experience, customer satisfaction and customer loyalty. Journal of Electronic Commerce in Organizations, 

20(1), 1–21. 

[52] Morgan, A., Sibson, R., & Jackson, D. (2022). Digital demand and digital deficit: conceptualising 
digital literacy and gauging proficiency among higher education students. Journal of Higher Education 

Policy and Management, 44(3), 258-275. 

[53] Mukherjee, T., Ilavarasan, P. V., & Kar, A. K. (2024). Empowering through digital skills training: An 
empirical study of poor unemployed working-age women in India. Information Technology for 

Development, 30(3), 562–583. 

[54] Oh, S. S., Kim, M., Oh, J., Choi, J., Kim, K.-A., & Chu, S. H. (2021). Measurement of digital literacy 
among older adults: Systematic review. Journal of Medical Internet Research, 23(2), 26-35. 

[55] Olfat, M., & Kirkham, R. (2024). “It’s more delicious because I like you”: Commercial food 
influencers’ follower satisfaction, retention and repurchase intention. Industrial Management & Data 

Systems, 125(1), 384–413. 

[56] Pham, A. A., & Bui, D. (2025). Understanding mobile banking loyalty among Vietnamese Gen Z and 
Millennials: The impact of service quality and relative advantage. Journal of Global Information 

Technology Management, 28(4), 322–339. 

[57] Qian, K., & Jain, S. (2024). Digital content creation: An analysis of the impact of recommendation 
systems. Management Science, 70(12), 8668–8684. 

[58] Ren, R., Zapata, M., Castro, J. W., Dieste, O., & Acuña, S. T. (2022). Experimentation for chatbot 
usability evaluation: A secondary study. New York: IEEE Access. 

[59] Setiadi, S., Maulana, R., & Fathussyaadah, E. (2025). Strategi digital shopee meningkatkan loyalitas 
pelanggan fashion melalui kesadaran merek sebagai mediator. Jurnal Ilmu Manajemen Retail Universitas 

Muhammadiyah Sukabumi, 6(1), 19-41. 

[60] So, K. K. F., Li, J., He, Y., & King, C. (2024). The role of customer engagement in sustaining 
subjective well-being after a travel experience: Findings from a three-wave study. Journal of Travel 

Research, 63(5), 1280-1303. 

[61] Sousa, I. C. De, Anholon, R., Zanon, L. G., Rampasso, I. S., Pinto, J. D. S., Sigahi, T. F. A. C., & 
Leal Filho, W. (2024). Analysis of the quality of sustainability reports published by Brazilian 

companies: An analytic hierarchy process‐grey clustering approach. Corporate Social Responsibility and 

Environmental Management, 31(5), 4298–4314. 

[62] Tenberga, I., & Daniela, L. (2024). Artificial intelligence literacy competencies for teachers through 
self-assessment tools. Sustainability, 16(23), 103-116. 

[63] Venkatakrishnan, J., Alagiriswamy, R., & Parayitam, S. (2023). Web design and trust as moderators 
in the relationship between e-service quality, customer satisfaction and customer loyalty. The TQM 

Journal, 35(8), 2455–2484. 

[64] Vila, T. D., Fraiz Brea, J. A., Araújo Vila, N., & González, E. A. (2021). Indicators of website features 
in the user experience of e-tourism search and metasearch engines. Journal of Theoretical and Applied 

Electronic Commerce Research, 16(1), 18–36. 

[65] Vodă, A. I., Cautisanu, C., De Moraes, G. H. S. M., Grădinaru, C., & Tănăsescu, C. (2022). 
Exploring digital literacy skills in social sciences and humanities students. Sustainability, 14(5), 24-33. 

[66] Wang, D., Richards, D., Bilgin, A. A., & Chen, C. (2021). Advancing open government data portals: 



 

Effect of Experience on 
Usability, Security, and 
Content Quality 

 
 

 

1526 
 

A comparative usability evaluation study. Library Hi Tech, 41(4), 1189–1213. 

[67] Xiang, P., & Guo, J. (2023). Understanding farmers’ intentions to adopt pest and disease green control 
techniques: Comparison and integration based on multiple models. Sustainability, 15(14), 108-122. 

[68] Yang, Q., & Lee, Y.-C. (2022). What drives the digital customer experience and customer loyalty in 
mobile short-form video shopping? Evidence from Douyin (TikTok). Sustainability, 14(17), 108-120. 

[69] Ye, H., Yang, X., Wang, X., & Stratopoulos, T. C. (2021). Monetization of digital content: drivers of 
revenue on Q&A platforms. Journal of Management Information Systems, 38(2), 457-483. 

[70] Yum, K., & Yoo, B. (2023). The impact of service quality on customer loyalty through customer 
satisfaction in mobile social media. Sustainability, 15(14), 112-124. 

[71] Zanger, V., Rauschnabel, P. A., & Meißner, M. (2022). Beyond the gimmick: How affective responses 
drive brand attitudes and intentions in augmented reality marketing. Psychology & Marketing, 39(7), 

1285–1301. 

[72] Zhao, C., Noman, A. H. M., & Abedin, M. Z. (2024). Service failure and negative word-of-mouth in 
Chinese retail banking: A moderated-mediation approach. International Journal of Bank Marketing, 

43(1), 82–105. 

 


